Reactive Vs Proactive Risk Stra’ceﬂies

in Software Engineering

What are Risks?

Risks are uncertain events or conditions that can nega’civeli.j
impact the project, product, schedule, cost or q/uali'f:j.

‘Reactive Risk Strategies

‘__Proactive Risk S-Em'l:egie.sj

: Meaning
Focus on respondinﬂ to risks
after theu have occurred.

(Firefiahtinﬂ approach)

| 62 Approach

ldenti-FLJ, analyze and take action
when a risk becomes a real issue.

' 3. Examples

Fixin3 a buﬂ after it is reported.
Reallocating resources when a
team member leaves.

Changina the schedule after

a delaﬂ 0CCuUrs.

. 4, Advantages

Less planning effort upfront.

Useful when risks are hard to
Predic’c.

Allows ?laxibili’cﬂ in the short term.

' 5. Disadvantages
Can cause delays and increased cost.

May affect quality and team morale.
Often leads to a reactive culture.

1 Meanins
e Focus on identifﬂinﬂ and mitigaﬁnﬂ

risks before the3 oceur.
(Prevention approach)

. Approach

Analyze potential risks, plan
mitiaation stmtegiﬁs and implement
them in advance.

. Examples

Condud:ins risk analgsis at the
beginninﬁ of the project.

Setting up backup and disaster
recovery plans.

Using code reviews to prevent
defects.

. Advantages

Reduces the likelihood and impact
of risks.

Keeps the project on track.
Improves q,u.a.litj and Predicta.bi!t'fj,

. Disadvantages

Requires more time and effort upfront.
Maj increase initial cost.

Some risks may still be unknown

or unpredictable.

-~ In Short
.Rgad:ive. strategies deal with risks after they happen, { S vaead

strategies aim to revent or reduce risks =>
e 9 P i Better

. Software

while proo.ctiv
before they happen.

software engineering.
u

A balanced approach is ideal in




>("Software Risks )<

‘What are Software Risks?
Software risks are uncertain events or conditions that, if the’ﬂ oceur,

can negatively affect the project, product, schedule, cost, quality
or resources in software engine.erins.

_2'

.Types of Software Risks

1.

‘Examples of Software Risks’

_ Business Risks : Related to market chanﬂes, customer needs,

PTOjG-Ct Risks : Related to project planning, estimation, resources,
and team performance.

Technical Risks : Related to technology, tools, architecture,
and system complexity.

and orﬂanizaﬂonal 500.[5.

‘Management Risks: Related to poor communication, unclear
roles, and decision making.

External Risks : Related to legal, regulatory, economic,
and environmental factors.

- Ke.g Point

o Requirement changes during development.

e Technical failures (e.g., tool or platform issues).
o Loss of key team members.

e Security vulnerabilities.

o Third-party dependenca issues.

Impact of Software

"Risks
Dela5 in project schedule

Increased cost

Poor Product q,ua.lH:uj

Loss of resources

Customer dissatisfaction

Project failure

Risks are not alwmjs neﬂa.’cive.
Some risks (like new {echnolosﬂ)
can also create opportu.ni‘cies

if managed well.

>(Risk Tdentification in Software Engineering )<

What is Risk Identification?

Risk identification is the process of -Findinf]) recognizing and
documenﬁns po’cential risks that may affect the software project

5

or product.

‘Techniques for Risk Identification

A ow oo

7

Brainstorming : Team members share ideas and past experiences.
Checklists : Use standard risk checklists from previous Projec&s.
Interviews : Talk to stakeholders, clients and domain experts.

SWOT Analysis : Identify strengths, weaknesses, opportunities and threats.

Pro’co-&gpinﬂ ¢ Build ea.rlgj Prototﬂpes to uncover technical and
requEremant risks.

Review of Documentation: Analyze requirements, design, and

—
S{:eps in Risk Identification ‘

[1. Ide,n'l:iﬁj Possible. risﬂ

Prevfous Projacf re.por’cs.

. Historical Data : Use data from past projects and indus’cr«j trends.

I J

E. Pmo.l'ﬂze and documanij

v
[E. Prioritize risks J
v

4. Plan risk response ]

* R‘?"‘“—"““_‘Bﬁ":} The earlier the risk is identified, the easier and cheaper it is

to manage.




= (Risk Projection )=

' ‘What is Risk Projection?
| Risk projection is the process of estimating the likelihood and impact
of identified risks in the future. It helps in Plahninﬂ and Preparinﬁ
for possible outcomes.

Objectives

Estimate the probabilitj of each risk.

Assess the potential impact on project (cost, time, arualit‘tj).
e Prioritize risks based on severitﬂ.

Why it is imPortant?
o Helps in better planning.
e Reduces uncartaintﬂ.

. Improves decision makina.

e Plan mi‘l:[sa‘tion s’cm'teaies and allocate resources. T es Pote,ntial damaﬂt

_Techniques Used

1  Quolitative Analysis : Expert judgment, risk matrices.
2 Quantitative Analysis : Probability and statistical models.
3 Simulation : Monte Carlo simulation, scenario analysis.

4 Historical Data : Using past project data.

_Example i n —
| If there is a risk of “Technology change', we may project: Risk Projection Table
| o Likelihood : High (70%) Risk | Likelihood | Impact | Priority
o Impact : High (increased cost and delo,tj) Ty High e

Critica.lj

e Priority Critical change (F0%)

i
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= ( Risk Refinement )=

' ‘What is Risk Refinement?

Risk refinement is the process of o,na.l-jzina and detailiha the identified
risks to 361: a clearer und.ers-to.ndinﬂ of their causes, effects and
r‘equired actions. It helps in creo.finﬂ more accurate risk plans.

Objectives

e Break down high-level risks into sPecific risks.
. Analﬁze root causes and consequences.

Benefits
e Improves accuracy of risk assessment.

o Helps in better resource allocation.

Define mitigation and. can{:inﬂencij plans.
» Update risk reﬂister' with refined details.

e Reduces surprises durinﬁ execution.

' - Steps in Risk Refinement

e Enables Proo.c’cive. risk management,

“ 2 3) 4 (5)
Analyze | Break down [_y| Study causes || Update risk |_y| Prepare refined
identified into detailed and effects register mitigation and

risks risks COn‘tihﬁﬁhCﬂ plans

| Exo.mple.; A ﬂene.ral risk “Project d&laﬂ" can be refined into:

o Delay in requirement gathering (cause: unclear re.qruirements) Each sub-risk is analyzed

. Dela,ﬂ in develapmen{: (ca.use,'. resource shortaﬂe) for likelihood, impact and

!

| o Delay in -tesﬁns (cause: more defects) mitigation plan.
|

1

1



_@MMM (Risk Mitigation, Monitoring and Managemen t)) =
in_Software Engineering

“What is RMMM? .
RMMM is a Proo.c-tive. and continuous process used in software enﬂineerinﬂ
to handle risks throughout the software development life cycle (SDLC).

It helps in reducing the impact of risks, monitoring them, and taking
appmprio.te actions to manage them e{-‘fec’ciue[g.

Cow.ponen{:s of RMMM .
(R\ -.'Risk Mifiﬁaﬁonli o Toke preventwe actions to reduce the proba,b l|t3
\ ¥

or impact of risks.

+ Involves removing, reducing or transferring risks.

M ,_Moni‘torins : o Track the identified risks regu[artﬂ.

o Check if risk triﬂgers occur and if mitiﬂa’c[on
actions are effective.

Take corrective actions if risks materialize.

( f\_/D  Management :

e Re-plan and allocate resources as needed.

ﬁ

enefits

« RMMM is an ongoing process. » Reduces project failures.

o It is a part of risk management in software engineering. « Improves decision making.
; — : S ; . o Ensures better resource

o Helps in achieving project objectives (time, cost, quah’ca}. A o e

o Involves both proactive (mitigation) and reactive

e Increases Project Success
(manaaement) actions.

rate.

>(RMMM Plan )<

What is RMMM Plan?

RMMM Plan is a detailed strateqy document that defines how risks will be

mitigated, monitored and managed throughout the project. It is prepared clu.rins
the pianninﬂ phase and updated reﬁulo.rlﬂ‘

{Contents of RMMM Plan . Steps to Prepare RMMM Plan

List of identified risks (from risk register). {1. Tdentify risks e reaisterj
Mitigation strategies (what actions to take).

@

. Define ml’clﬂa;l:mn mam’cormﬂ j

Monitoring approach (how and when to track). and ma.naﬂament actions

(4’3 Manaaement actions (what to do if risk occu.rs) Assign responmb lities and t1melmeJ
fg, Roles and responsibilities. 1

Z . Revi d update reqularl

@ Timeline and review schedule. SVl o elpes quiarty j

..RQMEMBBT:'. RMMM is not a one-time ac’civi’cﬁ. It continues throuﬂhou’c

N Plan = Monitor —)’:
the project to ensure risks are controlled and project goals are met. ~, Manage — Success
7 kY

S
——t



> ("Software Pricing )<

What is Software Pricing? Common Pricing Models -
Software pricing is the process of determining the cost 1. Fixed Price - predetermined cost,

of a software product or service. It involves setting a suitable for well-defined projects.
price that reflects the value, development cost, market 2. Time and Material — based on actual
demand and business goals. time and resources used.

3. Value-Based Pricins ~ price based

on business value to the customer.

4. Subscription / Licensina ~ recurring

pa.ﬂ'ment for continued use.
e« Market demand and competition. 5. Tiered Pricinﬂ — different features
e Features and complexi’cﬂ. at different price levels.

" Goal of Software Pricing
To ensure profi’cabi[itﬂ for the provider
and value for the customer.

Factors Affecting Software Pricing
o Development cost (effort, time, resources).
o Maintenance and support cost.

o Target customers (individuals, businesses, orsaniza‘l:ions).

e Value to the customer (ROI, Produr.tivitﬂ, e,-F-FicIenc.u:j).

;;(P[an-Driven Development) =

' ‘What is Plan-Driven Development? Phases in Plan-Driven Development
Plan-driven development is a traditional software development _ 3
approach where the entire process is planned and controlled {1‘ Requirements Analysis ]
from the beﬂinnlnﬂ, It follows a defined process, detailed l.
documentation and strict chcmse control. [2. Sasfem Design j
Key Characteristics 1
» Requires detailed Plfmninﬂ and documentation. E Ttlementation ]

o Follows a linear and sequential process. =

y

o ChanHes are controlled and COS‘{:LH. lir_ Ty ]

e Suitable for stable and well-understood projects. v
[5. Deplogment & Maintenanca

o Emphasis on upfront requirements and design.

“ Advantages

e Clear structure and direction.

‘Disadvantages -
o Less -Hexibilita.
o Late customer feedback.

o Not suitable for chanﬁing
reqhui rements,

o Better cost and time estimation.

« High cllualifﬁ and documentation.

= C Project Scheduling) <

What is Project Scheduling? Example: Gantt Chart
Project sched.u[ins is the process of d.t.terminina when Schedulmg Technaques Task Week 1 | Week 2 | Week 3 | Week 4
activities should be performed, how long thslgﬂ -..-.rilL.Jm.lw_J 1. Ga.:ttkChﬂ.r't — visual timeline Plarming | D
and in what order, to complete the project within of tasks. .
the given time, cost and quality constraints. 2. PERT - estimates time with | | P59" (B
optimistic, most likelﬂ and Development ===
Key Elements pessimistic times. —
Activities (Jca.sks) ( Testms E::l
e Activi C 3. CPM (Critical Path Method) - [ ]
: Deployment
o Dependencies (order of tasks). Finde 242 onges path of depeot LR C.
o Duration (time {‘.a.ke.n}. tasks. E Benefits
* Resources (Feaple, tools, bud'ﬂf't)' 4. Agile. Sched.uiinﬂ-itemt[ve and| | ¢ Better time m&naaement,
s Milestones (1mPortant checkpom’cs). Eible (used i agile projects). | | o Efficient wse of resources.

* Rﬂﬂﬁlﬁbﬁf:_j- Good scheduling ensures the right work, d Redu.::e..s riSkf %nd dela{.ﬂs.
at the r'lﬂht time, with the right resources. L.HEIPS in_achieving project goals.
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gile Planning

Estimation Techniques in Software Engineering

What is Agile Planning?

Agile planning is an iterative and incremental
approach to plan, prioritize and deliver work
in small, manageable units (iterations or sprints).
It allows flexibility to adapt to changing

“requi*remen’cs :

Key Activities in Agile Planning
Undevstand and gather requirements (from product owner).

Prioritize the product backlog (usina MoSCoW or business value).

Plan the sprint (select tasks for the iteration).
Estimate the effort (using techniques like story points, etc.).
Define sprint goal and create Sprint backlog.

Benefits of Aaila Planning
Better -F[exibili*tﬂ and ado.pta.bilitg.

Early delivery of workin Software.
Improved customer so.ﬁs%ad:t'on.

Continuous feedback and improvement.

1.

o

What is Estimation?
Estimation is the process of predicting the effort, time,
cost and resources required to complete a task or project.
It helps in planning, resource allocation, risk management
and "cm.c.king progress.

Common Estimation Techniques

Expert _Judgment - Based on-experience-and..knowledge
of experts.

Analos& ~ Comparing with_similar, p_a.s’cipro‘jec:ts_.

Parametric Estimation — Uses mathematical, models
(e.g., COCOMO).

Bottom-up Estimation - Estimating individugl; tasks

and summing up.
Top—down Estimation - Esﬁma.h'na ot h|3|.1 level and
b‘reo.kjng down.
Planning Poker - Team-based estimation. using story  points.

Wideband Delphi - Tterative expert consensus method.

(Agile Planning Flow

—

—

Product Bcn.t;kan?s
(All requiremen )

Sprint Plannin
(Select & prioritize) J

l

-

Sprint Back[og
(Tasks for sprint)

i}

-

L

Sprint Execution
(Develop + Test)

\

hRt’.\n'e.m-a & Retrospective
(Feedback & Improve)

'Agile = Plan — Build ﬁ
Review — Improve

( Popular ;E:s_{ilﬁ_é.:&?on Units)

Unit Used For

Hours / Days | Small tasks

S’co'rﬂ Points Agile projects

(relative effort)

Function Points | Size of software

(productivity)

T-Shirt Sizes Hiah— level estimation

(XS, S, M, L, XL)

1% Right estimation leads to
better planning, veduced risk

and Successful project deliw




